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Practical Use of MMC and IT Security for Medical Research
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Multimedia Center manages 184 Windows 11 Pro and 13 macOS Ventura terminals for users,
and software such as Microsoft Office 2021, SPSS, etc. are available for these terminals.

In the Center, there is a facility for preparing materials for research presentations, and special
equipment such as a plotter (Plain paper, Glossy paper, Cloth - 3 types) capable of large-format
printing of B0 size, an inkjet printer capable of printing up to A3 size in photographic quality,
a flatbed scanner compatible with transparent originals, and a CD/DVD duplicator are installed.

In addition, we provide services that help reduce the financial burden on users and improve
convenience, such as the free distribution of the antivirus software, literature retrieval from off-
campus through the VPN service, and the secure transfer of the large capacity file between
people inside and outside of the university by the large capacity file transfer.

Furthermore, with the renewal of the computer and network system in March 2023, it has
become possible to start providing on-campus storage services and to install the latest Microsoft
Office software on personal devices.

We are also working to provide services operated by the National Institute of Informatics,
making it possible to use an international academic wireless LAN roaming infrastructure
"eduroam" and a research data management platform "GakuNin RDM".

In this lecture, the facilities of the Multimedia Center and various services available on- and
off-campus will be explained, as well as information security. And the facility tour will be given
at the end of the lecture.
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Introduction to
MMC’s Services

*Email Account -Sending and Receiving Large Files
~Multi-Factor Authentication -On-campus Storage Services

*Gmail - Office 365 A3

-VPN Service -Registering for WordPress Use

+Anti-Virus Software +Others

-SPSS29, JMP Pro - Hosting Your Website

-Monochrome/Color Printing - Registering Your Devices for the Campus
o LAN Use

'W"F', Access . - Registering for a Mailing List

-Lending Laptop PC, Projector etc. - Holding Workshops

Email Account

o If you apply for a user ID with any string of eight
characters or less, the following email address will
be given to you.

user ID@belle.shiga—med.ac jp
The user ID is the same as in the hospital
information system (Niho), but the password is
different, so be careful in managing it.

O Once a user ID is issued, it cannot be changed.

S
Multi-Factor

Authentication 6 +* @ 1

0 When accessing services with high security
risks from outside the university, an additional
authentication is required in addition to the
ID/PW authentication

O There are three types of additional
authentication available
m TOTP(Time-based One-Time Password)
= FIDO(First IDentity Online)
= Imaging Matrix .

Setting Up Multi-Factor Authentication
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Generate an auth
code with apps
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For more information, please visit the
. MMC website.
https://www.shiga—
med.acjp/mmc/service/tayoso
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Storage capacity is 5S0GB (shared with Google Drive)
Executable files cannot be sent
% Executable files cannot be sent even if compressed in ZIP or similar formats.
% If you want to send an executable file, please compress it
with a password-protected ZIP.
The maximum attachment file size for sending is 25MB.
The maximum attachment file size for receiving is SOMB.
Multi-factor authentication setup is required in advance for external access.

2, sE7

s —
VPN Service

O The following services are available for use
from outside the university
= e-Learning(WebClass)
= Online Journals
= Marutto Shigaidai
= Download antivirus software
O However, the following preparations are
required in advance
= Install FortiClient VPN and CA certificate
= Configure multi-factor authentication s

Install FortiClient VPN and CA certificate
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* To use it, you need to install 'FortiClient
VPN’ and the 'CA certificate

SUMSeLeaming (35425 EVPN)

* Manuals for Windows, Mac, Android, and
iPhone are available
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Anti-Virus Software

O Can be installed on your home computer

Download from the Multimedia Center
website
https://www.shiga-med.ac jp/mmc/

O Windows(10, 11)
= ESET Endpoint Antivirus
o Windows Server(2016~
2022)
= ESET FileSecurity
0 MacOS(0S11.x~26.x)
= | = ESET Endpoint Antivirus
mee O Android(0S9.x~15x)
= ESET Endpoint Security
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SPSS29 (Available Only from Inside SUMS) 2
~ O SPSS29 Available Products

= Statistics Base
= Regression
= Advanced Statistics

MultiMedia Center
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e *Accessible off-campus access via VPN

For more information, please visit the MMC website.
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JMP Pro (No restrictions on usage location)
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O Operating Environment
= Windows 10, 11

_Shiga University of Medical Sclence =
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For more information, please visit the MMC website. »
https://www.shiga—med.ac jp/mmc/ — & H—E R — IMPOF|HIZDULVT




Monochrome/Color Printing

O Printers are located in six Practice Room:2

locations in the building g?e\:llssi;iclzo??ﬂl- .

O On-demand printing, so you can ~ Browsing Comer, 21111
output from an available printer _ Libran. 2 11.:1

= Log in with your user ID and

password from the touch panel in
the figure

= Or, simply place your student ID
card on the IC card reader
O Available Points: 500/year
[Spending Points]
Color: 4 points/sheet
Monochrome: 1 point/sheet

|
Wi-Fi1 Access

o University-wide installation
SSID: sums-wireless J © )
O authentication: Mail : \/
Account/PW — :
O You can use it by registering ’g’ ¢
the MAC address of the B Ve

wireless LAN card onthe iy 20 - o e

]

ot L=
MMC website e O ?jc
O For information on how to \\= =
set up your computer, please e

refer to the MMC website
https://www.shiga—-med.acjp/mme/ — YT —I3EH
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Lending Laptop PC, Projector etc.

0o Windows Laptop
= Windows 11 Pro
= Microsoft Office 2021
= Photoshop Elements2023
= SPSS 29 /JMP Pro etc.
O Mac Laptop

= macOS Ventura 13 es-gAY  BEY-ERY v Erats

= Office for Mac — E
= Adobe Creative Cloud e o b
= SPSS29/JMP Pro etc. \ iwansn 5:2WT
. s =)
O Projector Mﬁ‘
. » [BYebt—L(PCR) [ e
g Web conferencmg » |BrensL e (B of:uubsi) (5—ER#T BERE/31-10/31)
equipment » IR SRR MC (BRBE) FBTALS.
= Tripod-mounted camera » FEFERGm | e @
= Webcam with microphone T 2023.08.09 (MMC) [E) 20

. » SUMS o-LoamingVPN) =
= Speaker microphone S

https://www.shiga-med.acjp/mmc/ — ¥#1— MHREH

FileZen: Secure File Transfer Service

3 Email notification
Password notification
Only) ® Download

Capable of
2 Aaddressin transferring up infroma &= -
File upload to 2GB per file, 5 "
files in total at a
Notifications

time
Ay

Sz
D Log in from a

browser FileZen

Sender
(SUMS
Member

® File Download

2y

Sender
@ Log in to FileZen.

@ You will receive an email with the text and login

(@ Set the destination, message, p: URL and a password for downloading.
@ Log in to FileZen.

® Download the file.

period, etc., and upload and send the file to be shared.

® You are notified that the file has been downloaded.

https://www.shiga-med.ac.jp/mmc/service/filezen/
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Campus—exc}uswe file @@j Proself
transfer service (Proself) L
Capacity: 10GB, Duration: 10 Days (Automatic deletion)
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Campus-exclusive data storage OOO

service (NextCloud) Nextcloud
O Capacity: 5GB
o File and folder sharing feature

O You can collaboratively edit Word and Excel
files in a web browser

O You can review the action history, etc.

For more information, please visit the MMC website.
— Nextcloud(ERERAT—2EHFY—ER)




Office 365 A3 E]

o Eligible users: Undergraduate students, graduate students, and [
faculty members.

O Sign in to the Microsoft portal site (https:/login.microsoftonline.com/)
with your email address and email password.

O You can use Office 365 on personally owned PCs

O  You can install apps like Word, Excel, and PowerPoint on a
total of five PCs per person, including both Windows and Mac.

O In addition to PCs, you can also install them on tablets and
smartphones, up to a maximum of five devices each.
%If you want to install them on PCs, tablets, and smartphones
altogether, you can do so on a maximum of 15 devices

O OneDrive storage capacity: 1TB

For more information, please visit the MMC website.
https://www.shiga-med.ac jp/mmc/ — &FiEH—E X — Office365
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Registering for WordPress Use (1)

Features of WordPress
O Easy to create a website/blog

O Ability to restrict viewing and editing by email
account

o However, for on-campus use only

e n
Registering for WordPress Use (2)
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Others

O Setting up a personal website
*MMC HP — Rh—LR—DFE

O Access to the campus LAN for individual

computers (registration required)
*MMC HP — RybD—I4%#8E — AR —7RERE

O New mailing list subscriptions
*MMC HP — A—)LHY—E R — A= 5 1) Xk

o Conducting workshops

*Cyber Security Seminar
*Medical Statistics (SPSS) etc.

Introduction to
MMC’s Facility

*MMC Meeting Room R, B, G, Y

*MMC Office Location

* Software Programs Available on +Input / Output Room

MMC Computers +Location of the Other PCs
*Practice Room *Prohibited Matters in MMC
*Browsing Room
*Open Floor

MMC Office Location

[Cenmenma  [[ume - weosnas [ wsesa [ )




Software Programs Available on

MMC Computers

Windows 11 Pro macOS Ventura 13
O MS Office 2016 0 Office for Mac
o SPSS29 o SPSS29

o JMP Pro o JMP Pro

O Visual Studio Code o Google Chrome
o Google Chrome O Mozilla Firefox
O Moilla Firefox o VLC

o VLC

Practice Room (1%t Floor)

O Hours of Use: Weekday 8:00~19:00
o 82 Windows laptops (OS:Windows 11)
O Note: Lecture priority. It can be used freely except in lectures.

r

Browsing Room (1% Floor)

O Hours of Use:
Weekday, Weekend, and Holidays 7:00~24:00
Note: Weekday 7:00~8:00, 19:00~24:00 and
All day on weekend and holidays, Staff/student ID card is required
O 36 Windows laptops (OS:Windows 10)
O Note: Lecture priority. It can be used freely except in lectures.

Open Floor (1% Floor)
O Available 24 hours

2 iMacs, 1 On-demand Printer

4 Windows laptops

28

Open Floor (2 Floor)
O Available 24 hours

A |

6 iMacs Browsing Corner on the Second Floor
(12 Windows laptops, 3 Scanners)

29

e ————————————————
Meeting Room

Red, Blue, Green (2" Floor)

Hours of Use: Weekday 8:00~24:00
Capacity: 12 people
LAN

Whiteboard

Screen (manual)
60-inch LCD monitor
Zoom Rooms

O OO O o o o

Reservations are required through the MMC website =




Meeting Room Yellow (2" Floor)

Hours of Use: Weekday 8:00~24:00
Capacity: 34 people
LAN

Whiteboard

Ceiling-mounted
Projector

O O 0o o o

Electric Screen

[m]

O Zoom Rooms

Reservations are required through the MMC website =

el
Input / Output Room (2" Floor)

O Hours of Use: Available 24 hours (Staff/student ID

card is required)
Note: For paper replacement and problems, Weekday 9:00~17:00

O Poster printing, CD/DVD Duplicator, etc.

Regarding the Input/Output Room
Usage Log

O Please log in to the
PC on the right and
report your usage

O Your laboratory will
be billed quarterly
based on the
reported usage

Location of the Other PCs
O Ist and 2nd Floor of the Library

= — ps===e=t

Library 1st Floor:
4 Windows laptops

Library 2nd Floor:
2 Windows laptops

* 1 On-demand Printer

—————————
Location of the Other PCs

O Lounge on the 1% Floor of the Nursing
Department building

Nursing Dept. Building:
4 Windows laptops, 1 Printer

—————————
Location of the Other PCs

O General Education and Research Building
Student Lounge, 15 Floor
Hours of Use: 8:00~22:00
Four Windows laptops (OS:Windows 11)

4 7
Note: Rules for using the student lounge %
https://sumsdoc.shiga-med.ac.jp/ASTRUX2/ID_guest.aspx?did=137455




|
Prohibited Matters in MMC

Smoking
Bringing in Food

O oo o

Use of Cell Phones (Courtyard use is allowed.)
Disruptive behavior such as talking loudly or

otherwise disturbing other users

O Installing software on the PCs

Note: Beverages are allowed (but only in plastic bottles
or other containers with lids. You must close the lid when

you are not drinking)

37

Sevices

Introduction to External

Services Provided by NII (National Institute of Informatics)
+eduroam (International Wireless LAN Roaming Infrastructure)

*GakuNin RDM (Research Data Management Platform)

eduroam

(International Wireless LAN Roaming Infrastructure)

aliuroam

‘ ABERGER | RIS ‘

eduroam JP DI

eduroam JP(, T2 CRARIRLA =
RI3. EEEFFAANDOY—ECATT.

EISERAND - => U ERedurcamld, EFUBEDIEEESD2. IXCETLTS
D, B2 CHEEORVEBANEEERILETY.

R EP ). CERLTY
7.

Yo eiE, BASFS eduroam QHEPEERER, AREE SI0
BHERR AL TOET,

Last update: Sep. 4, 2016

How to Use

1. SSID

“eduroam” or “eduroam-XXX” (XXX
is an arbitrary string)

2. ID and Password

ID: xxxxxx@shiga-med.ac.jp
(xxxxxx: Your Mail Account of the

University’s email)

Password: Mail Password
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Provided by the NII  https://www.eduroam.jp/about/

GakuNin RDM

(Research Data Management Platform)

a Qe

" Centralize your research team’s

data management.

e RES—

News

M GakuNin RDM

GakuNin RDM is a research data management
platform that provides an environment within
which individual researchers or research groups
can manage their research data and relevant files
during a research project. It works in a closed
setting where files can be version and access
controlled among project members. File
modifications will be tracked, and long-term
preservation will be provided for research integrity
purposes. RDM stands for "research data
management," and is increasingly required in the
context of Open Science in recent years.

Me-Learning (WebClass)

Video dings and materials of ~ [E1:4

https://rdm.nii.ac.jp/

B GakuNin RDM Log In URLE

the workshop explained by lecturers
from the National Institute of
Informatics are available on WebClass. g
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Countermeasures

Information Security Threats and

*What is Information Security
*Security Incidents
~External Storage Medium
*Security Measures for Computers
and External Storage Medium
*Precautions when disposing of storage media
*Disposal Methods of
External Storage Mediums

* 10 Major Security Threats 2026
*What is Phishing

- What is Ransomware

* Advanced Persistent Threat (ATP)
*Virus infection and information

- Countermeasures to Threats
*Self-inspection items on information security

leakage at medical institutions

@

What is Information Security

O Confidentiality

Ensure that only those who have been granted access
to the information have access to it.

O Integrity

Ensure that the information is not destroyed, altered or

erased.

O Availability

Ensure that persons granted access to the information
have uninterrupted access to that information when

necessary.

42




Information Assets

O The contents of information
O The systems for creating, using, and
managing information
= Hardware
= Software
= Networks
= Storage media, etc.

Examples of Information Security
Breaches

O The computer got infected

Confiden ) Availabil with a virus, leading to a
tiality Ny ity leakage of personal
information
(Confidentiality)

2§
[x:> Information
Assets

O  The university's
homepage was tampered
with due to unauthorized
access (Integrity)

Blocking The information is Authorized .
unauthorized and accurate individuals can o The ema{l server
illicit access access it at any malfunctioned, causing a

time disruption in the sending
and receiving of emails
The state of maintaining information security ~ (Aavailability)

44

Information Security Incident

An information security incident refers to %ég é ;5;% %%z‘ % § % % &
an event—such as an accident, cyberattack, 5 §§ = é ’;g i g §§ ax §
or malware infection—that is highly likely | cE2Z-5525%%4 § @
to pose a threat to information security. b %% g2e] gs% %;g
Theft or loss of portable external storage Frop———k x%‘ gégg
devices such as laptops, USB memory v }g% ags
sticks, external hard drives, and other ikhodbndol ‘i’;: ;%f;
portable external storage devices used off- E ;;; :Z §

campus when returning home or when
leaving the campus has led to problems
such as the leakage of information stored
on them.

e n
External Storage Medium

o Laptop 2 ]
o USB Flash Drives

o External Hard Disk
o Cloud Storage etc.

46
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Security Measures for Computers and

External Storage Medium

O Always set a login password for your computer.
Essential security measures for computer use

O Password the firmware to boot.
Prevent a third party from starting the computer without knowing the
password

0O Password your hard drive or USB flash drive.
Software can be used to password-protect hard drives and USB flash drives
(encryption)

O Encrypt your files

Encrypted password must be at least 12 characters including alphanumeric
characters and symbols; 16 or more is recommended for better security. “

Precautions

when disposing of storage media

When returning or destroying a

used computer, server, or

storage medium, it is necessary

to ensure that the data stored on »
it is deleted. If someone uses Q

data recovery software, it may "/
be possible to re-read the
deleted files.




Cannot Erase Data with Disk Format

[
FAT (File Allocation Table)

Data
Management
Area
. . . 4= | - 1SBS 2009 (D:) =) FAT Formatti
O Deleting a file or formatting a disk |, erases this area,
seemingly erases the data. L — - el B
FAT32 -
o However, Only the data Or-va 19k HAAD Line 2
4095 /A b -
: .o Line 3 3
management 1nf0rmat101.1 is erased, ine /
and the actual data remains. —— Line 4 / Data Area
, . . 15852009 Line 5 / mg
m] Yqu can't geF rid of real data using e Linco |/ ™ this place
Windows quick format or standard et i i ) Line7 ¥ 2?::;;
format. Linc 8
Linc 9
ine
When formatting a USB Line 10
flash drive in Windows JEITAT/Y2Y DBERE- WERI=E 115N\~ FF1 R0 LOTF—SEEICHT 2BE
L, p7. 2010 [N—FFARIPOT—SREHEIORESHISEEBEL
: 10 Major Security Threats 2026
Disposal Methods of External Storage
. Threats for Individuals Rank Threats for Organizations
Medlum Theft of personal Sigeircn;z;ﬂon from internet 0 1 [ Damage caused by ransomware attacks ]
O Data deletion by software is easy, but physical Unauthorized login to internet services 2 Auackstotgeng iho supply chain and
deStI'llCtIOIl IS preferable Unauthorized use of online banking 3 Cyber risks associated with the use of Al
[m| In the MMC paper Shredders and ﬂoppy dlSk Unauthorized use of credit card information 4 Attacks exploiting system vulnerabilities
s )
. : Financial losses caused by tech support scams Targeted attacks aimed at confidential
CD/DVD, and MO shredders are installed in (using fake securiy alerts) s information J
Unauthorized f tphi t Cyberattacks stemming from geopolitical risks
front of the counter for free use R I (including information warfare)
0 The MMC also accepts hard disk destruction Cyhorbiling and Foko Nows 7 ometenleskase S e el
Of computers [ Theft of personal information, etc. through 8 Attacks targeting remote work environments
. phishing and mechanisms
Damage to smartphone users caused by 9 Distributed Denial of Service (DDoS) attacks

For more information, please visit the MMC website.

https://www.shiga—med.acjp/mmc/
— &3&Y—E X — HDD/SSDEH KA H

malicious apps

Monetary demands through extortion or fraud 10

using email, SNS, etc. Business Email Compromise

https://www.ipa.go.jp/security/10threats/10threats2026.html

What is Phishing

Phishing is a common technique where individuals or entities
impersonate legitimate organizations to deceive people into disclosing
personal information such as usernames, passwords, account IDs, ATM
PINs, credit card numbers, and other sensitive data. They often achieve
this by directing victims to fake websites (phishing sites) through links
in email messages, where they are prompted to input their personal
information

TAvIVT - PAS
YA Rk, FARR

e ™
R w

74‘7*‘/‘/’7’?-1%%5%%#7—.&\“—9:}: Yk

https://www.antiphishing.jp ‘abt_phishing.html

Trends in the Number of Phishing-
Related Incidents

(G2 4)
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What is Ransomware

Ransomware is a
collective term for
malicious programs that

i
Hencrypted

impose restrictions ona =~ @&
computer, such as encopred
encrypting files without Lencrypted

permission, and demand
a ransom in exchange
for removing these
restrictions.

L IPA fER ¥ 1) T1201556 A DFEUMN T
https://www.ipa.go.jp/security/txt/2015/060outline.html

When Infected with Ransomware

2. by o301 MBRENTY
K. K54 samrERERL Ty

3 LOCKHLF

ALL YOUR [LUSEQPNRREIN vour documents, photos, databases and other important
files have been encrypted!

To decrypt your files you need to buy the special software ~ «Cerber Decryptory.
Alltransactions should be performed via Obitcoin network only.
Within 5 days you can purchase this product at a special price: B1.000 (= $577).

After 5 days the price of this product wil increase up to: B2.000 (= $1155).

Trends in the Number of Ransomware
Related Incidents

20214 2022 2023%F 20244
11 ARE 11 R0eE | BES

B 1-1-11 BAOT LAY PICEBHEAE (2021 ~ 2024 5)
(H452)2021 ~ 2024 FOERTEM LR IPA H1ER

8 IPATER ¥ 1) Tr8E 2024, p.13-14 5

e n
Advanced Persistent Threat (ATP)
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ATP Targets a Specific Entity

01—Y—ZEELTIMNALBREELS

Since 2004, members of the
Ground Self-Defense Force,
Maritime Self-Defense Force,
and Air Self-Defense Force
have brought their personal
computers to their workplaces
and used them for business
purposes, but they took them
home with secret data stored
and used Winny and other file-
&1 Bl BREIE, EOE LR RRICHLT. MEEEEERS  sharing software, which led to
EOTNABX-IERITS. BH77(VERCED(NAERL. /&Y IVERWEN ' ounoere of Antinny and

other software. Many cases of

B ER TR,
I IVEROBD
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OBFHEAPHAMEERI BN A N

. T virus infection occur. As a result,
il classified military information
2011498 MF8A =BEIK HEICET BEENTL, MEEESRAE  such as equipment

20114108 BE8A  REHR SHMEOI—Y—IDP/RT— KD performance specifications and
20114108 MF6A HNBEPENLNE BREREORHLEFRR call signs were leaked.
201228 BE2R  HHF MRS FRAE
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Zero-day Attack

ATP Zoro-day Attack

Exploiting a security
o= hole (vulnerable flaw)

in an operating system
or application before a
patch (fix) is available

to fix it.
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Examples of Information Leakage from
Medical Institutions

February 5, 2016. A hospital PC was infected with a virus (ransomware) at Hollywood
Presbyterian Medical Center in Los Angeles, and operations using the PC
were halted. Paid $17,000 worth of Bitcoins to regain access to patient data.

May 12, 2017. Ransomware (WannaCry) infection shuts down many computers in the
UK's National Health Service (NHS)

October 31, 2021 - The hospital's electronic medical record server and computers at Handa

Janu: 4.2022 Hospital in Tsurugi Town, Tokushima Prefecture, were infected with

ary %, ransomware (LockBit), causing the hospital to stop accepting new patients

and other damage.

October 31, 2022 - A major system disruption caused by ransomware occurred at Osaka Acute

January 15, 2023 Care and General Medical Center, rendering the comprehensive

B

information system, including electronic medical records (EMRs),
inaccessible and severely affecting medical services.

May 19, 2024 The Okayama Psychiatric Medical Center experienced a ransomware
cyberattack, disrupting its information system, including electronic medical
records. Up to 40,000 patients’ personal information (names, addresses,
dates of birth, medical conditions, etc.) and ward meeting minutes mays1
have been leaked.

Countermeasures to Threats

O OS and software security updates (99.8% of cases
in 2012 reportedly exploited known vulnerabilities
(IBM Japan))

O Install anti-virus software and update the
definition files

O Always be suspicious of email, web and
smartphone applications, and if you feel
suspicious, do research on search sites first

O Do not reuse passwords

62

Countermeasures to Threats

O Data backup (3-2-1 rule)

= Make three or more copies
-> Original data plus two or more copies

= Stored on two different types of media
(e.g., cloud and external USB HDDs)

= One of them is stored in a different location than
the other two
(e.g., at home and in the cloud) ©

Self-assesment items on information security

B Do you keep the operating system and software of your computer, smartphone or other
devices up to date?

2. Do you install anti-virus software on the devices connected to the University's network, and
keep virus definition files up to date ?

3 Do you use your university email address as an ID for cloud services? If so, is your
password different from the one used for the University's authentication system?

4. Are you aware of malware infections via attachments or URL links in emails?

5 When you leave your seat, do you lock your computer screen to prevent others from

peeking your data or manipulating the computer without your permission?

6. In principle, the use of USB memory device has been prohibited at the University since
April 2019. Only USB memory devices with encryption function are allowed to be used in
unavoidable cases. Do you comply with this university policy?

7. Do you take pr ti against p theft, such as keeping laptops,
equipment, etc. in a locked cabinet or in a room with restricted access when you leave the
office?

8 Do you know who is in charge of information security in your department?

64

CSIRT Computer Security Incident Response Team
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References

FileZen($HAHEE)

Large File Transfer Service (Practice)

Shiga University of Medical Science has banned
the use of USB flash drives on campus.

O Ban date: April 1, 2019

O Due to repeated loss of USB memory devices in

the hospital and on campus, the decision was
made

O A good alternative to USB flash drives is to use
FileZen, a large file transfer service

O If you have no choice but to use a USB memory
stick, you can use the one specified by the
university
http://isis.shiga-med.ac jp/wp/csirt/usb_flash-drive_201904/

S —
Current Situation at SUMS

O May 2017 - January 2019 (1
year 9 months): 72 USB flash
drive pickups (not including
hospitals)
= On average, 3.4 cases per

month

= 1 with patient information,
14 with non-patient
personal information
= No encrypted USB flash
drives
USB flash drives are small and convenient, but easily lost.

Lost and found USB flash drives
delivered to the Multimedia Center

Be aware of the importance of the files

O Is the information I'm handling classified?
= Find out what information is included
= Think about what the impact would be in the event of a leak

o Is this information that they're allowed to take out?
= Check for violations of university regulations and operating rules
= Make sure you don't need the permission of the person responsible for the
data

O Does it have security based on importance?

= Recognize that external storage media and laptops are at risk of being lost or
stolen

= Provide risk mitigation measures such as encryption and password settings
= Confirmation of physical storage, network settings, etc.

—————————
What is FileZen ?

O FileZen is a system that allows users with an account (email
address) at the university to share up to 5 files (1 file 2GB per
account, up to 10GB in total) at a time. It can be accessed
from both on and off campus.

O You can set the release period, the maximum number of times
to download, and the password required when downloading.

O FileZen URL : https://porter.shiga-med.ac.jp/




How to send files

1. Access the FileZen(https://porter.shiga-med.ac.jp/) and “log
” by entering your user ID and password.

FileZen

Hrczrsoze

JRD-FEAILT 5A> KBTI
21D 2D FEENE RIS,

EZox—A7 FLAOCsDRON:
FOA—NDIRT—F

FlleZen, Copyrigh (C) 2008-2017, Slfon Systems KK, Al ighs eserved. .

RRRRR——
2. Click “60% & & {E” tab and Select “F iR 1AL

Note: The amount of file space that can be shared is shown in the
"Disk Space Used" in the upper right corner of the screen

FileZen B EEC BT |
RATEIT7ANOBRRIZTESERBLTEL,
DEBE® |\ IOV 5 | - | AT KIFHIUM=DB 1774V 2GB: EH10GBETTY .
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3. Enter the subject, addressee (anyone outside the university is
acceptable) and the body of the mail. The "MAIL_TO" part of
the message body is filled with the name of the recipient. (If you
send the message to multiple recipients, it will be treated as a
BCC.
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4. Set the password required to download the file.

D “y {Z |7 — F‘”
You can choose to use either freely configured or
automatically generated ones.

O “/\RT—R@EH”
If you select “Send”, an email with the password will be sent to
you separately. If you do not want to send it, please notify the
password by other means.

T
RRTFE| 5oom BN 5 X FE LT g - i
: RRO=F:z| 50— FIcBR T B) SR FEREL TR HRO—Fi, BHISRET 5oL TRET, ||
X6 FRLLMXFEIAOEEIFRET) I
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[sevaes JGES2) ANEHTUIETS,

B TERERIREEDY Y
752 e T ﬁ_‘gﬁh,ﬂf”—"
TAMT S IERRT 3L/ SRT—KOR

hiA—LnEEEhET .

5. Click “8% AT 3> button, Set the release period.
O The default setting for the release period is 3 days and can be
set from 1 to 10 days.
O You can set the publication period by specifying the date (up
to 10 days).
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WA-VDEE: | @ AN SRR
© BAEE(1S0-2022-JP)
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6. Set the “Download Count”.
O You can select the number of downloads from 1 to 99 with no
limit. The number of downloads is set for each recipient.
O Set the “PDF Protection” setting. Use it to share PDF files.
O If you enable PDF protection, you will not be able to edit the

downloaded PDFs and you will be able to restrict printing and
text copying.

SOO—FEIEE | (577 L0 0 - FESEHEEL TR . EETTANDS Y O—FERMBE TS
#BRLL: O ERETEOREIL. TSIESL) LVL't’(f’éL\

#RRDY: (B | x BEeTiEE: 1~9oE

STANFBED | S5 1502/ SN BR O3B~ L DR RASRL TR
By O3B0

PDF{Ze%: PDFI%?IDE*E&)RL(US& Yo

POFERETS
PDFERSYTEANTY. I 7% ATE 03
MADO-FIC25 TERT . HEERRTEET,
’ ) XPOFRBETARICLET7 (L RE o0 n—tk.
WIS SRFALTES

OF+RbO —EHTT 2
X 2EVAL HOUA-FLI 2 -OA - TELAEBETRFINE T, 78




8. Select “3E{ET7 AL and Click “3£{E NEFER”
O Up to five files can be shared at a time.
O The total size of the files that can be uploaded is 2GB per file

and 10GB in total per account.

BETP IV | 4ET 07 VBHRL TR .

¥ PyIO—FTELTPIDMRTF
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9. Confirm the contents | FileZen
of the transmission [ s e
and click the “3%({»> A ¥
button.
=

Pl =7

10. Clicking the “5g T button will send the message to the recipient.

If you are signed with a “EX{E & (CHERA—ILEZEIET D>

checkbox, you will receive an email to confirm your transmission.
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FileZen RS ————
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How to check sent “H5HEE”

Select “hBHEFE—&> FileZen

from the “$H5&HEE” tab

0 The history of sent
messages, status, etc.
can be checked.

o Click on the link in the
subject line to see the
details of the settings
and the user who
downloaded the file.

o “H5HEE” canbe

cancelled and reused.

R —

o
How to receive files

—_

You will receive a
notification email from
FileZen.

Confirm the sender,
publication period, and
password, then click
the download URL.
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was sent to you by email.

FileZen
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3. When the password entry screen appears, enter the password that




4. The download screen appears.
O Click on the file name or the icon to start the download.
O Please "log off" when you are finished.

FileZen

"
A Fiezen i

TrAVEERIE, PATAD TS E- RSN £,

et o= P G750 (5509
o

Once the file has been downloaded

2 hetps://medmail shiga-med.ac.jp/7actid=rmail_popup_mailafolder=do... | v | i=) s |

e BOBERSOA-FEmoAl Bk
frn

If you leave "Download .

Notification" as the default setting | mwsssesnsr cumsoa-ransure.
and set it to "With Notification", a
download notification email will be
sent to the sender when a file is
downloaded.
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Experience of the Intensity
of a Password
(Reference Material)

Practice Flow

O Creating a compressed file with a password
using the compression and decompression

software "Lhaplus" (free software).
O Using the same software to crack passwords

O See for yourself how changing the number of
characters in a password changes the time it
takes to crack it.

Creation of a Compressed File with PW

As an example, | will show you how to compress a file

called "sample.pdf" with a password. Here we will the

free software "Lhaplus”.

Select the file icon and right-click.

Select the "Compress" menu and

choose ".zip (pass)".
Lhaplus I .. [=X=)

Enter the password (3 digits) to be set.

| Adobe Acrobat Reader DC TS
#<(0)
E3R(P)

ESET Endpoint Antivirus THE
BEREATSY

G
Ef=(C)

FOOSLN S (H).. 2
i (pass)
#E(H) T

“samplezip IS B AT FEANLTHERL
Ko

B0 (- 55 S OAEEY)

#3)
TORO(T)
23—

2=y hOfER(S)
BIE(D)

7 Completion of the compressed filezssz=m
=ustan - Double-click to confirm. el

Decoding the Compressed File with PW

Start -> Use "Lhaplus" to crack passwords

[Lhaplus

| [~ | 7-hoZi | e 2P 10— FRE

password search.
[T | ¥ Desktop¥Lighth ] ©

RREE BRIF FERRE (4 1) i (5 17
OHF | 10,000 |
OEXF | 456,976 |
| 456,976 |

-z 52 | 7,311,616 |
I

|

|

|

(R3F)

Drag the icon of the
created compressed

=
OETE OTE
[ © RXF (AIXF)
IS RASE 14,776,336
D BF, BXF (RXF)

1,679,616

IR AR ke smvsons || file with password.
D ESFLA 1198 | 1,387,488,001 7, 785, 189, 199
AL K-k
Assuming that the password
is made up of English letters — T
(upper and lower case), it can = Stag \
be cracked by brute force. reading:

l OK Fevt) ‘l 9




Result of Decoding the PW

Lhaplus

[ =805 | 7= Tt | B | 2P 1RO - IR |15=Ta k]

RETD 2P 77

hihe

6445436

==

RELF LR (417 R (5 .
0. o 0000 | . time to decode about
| 4.z |26 | 456,976 | 7881,376 ..
[ 13 | we.are | 1o four digits.
F | a2 152 | 7,311,811 380,204,032
EXF URXF) | 0..10, a2 | 82 | I 916,132,832 .
| BXFE XD | 0,10, bz | 38| 616 | 60,466,176 Now, see how |ong it
F, BXF ONXF) | 0.0, anz | 36 | 1,679,816 | 60,466,176 k t k
OFRT | 0..26¢ | 2 4,228,250,625 | 1,078,208,908,875
© TEFR | | 1,387,488,001 | 267,786,184,198 ta es to Cl’a(.'} a
password with more
RELFF  test MAD-F  Liehthouse jpe : test

Decoding completed
after 6,445,436 total
hits! It took only a short

than five digits.

Now you know why

Number of Digits and Intensity

of a Password

Number of Maximum decoding time
Type of characters to use jg:rg:::i Number of input digits
used 4 6 8 10

Lowercase [a-z] English About 3 | About37 | About 17 | About 32
alphabet characters seconds | minutes days years
Uppercase [A-Z] and About
lowercase [a-z] English alphabet ‘:l'l’l‘l’l‘l‘:ei AE:“Z 5 Ab‘;‘;;j 01 200,000
characters + numbers Y Y years
Uppercase [A-Z] and About About 10
lowercase [a-z] English alphabet ill)::l]:tte: A'Z:l:msﬂ 1,000 million
characters + numbers + symbols Y years years

Bk e )
combining alphanumeric
= oo = characters and symbols

in your password will
increase its strength.

Calculated the time required to try all combinations. It was assumed that 31 symbols could be
used. Computer OS: Windows Vista Business 32bit, Processor: Intel Core 2 Duo T7200

2.00GHz, Memory: 3GB . )
The above table is reprinted from IPA, Japan. 92

http://www.ipa.go.jp/security/txt/2008/10outline.html
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Password Strength Check

Click “MMC website —

sz s | | /527—

F—£2" ) J O

5 | ®sz20-¢ Okimenrs (x5~ F
v a-ERY g]ﬁ\ nQF*,% 24 JRO—FEEEE

» I3 32D —F
Officaes =

Login
e o kT A 9

B8 /520 -F

A—LH—EZR serIo | Email account
1 iRD—FEE
LBtz password W
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Password Strength Check

S RD— FEEER

O\ @G Change Password

New password

New Password (confirm)

EEFE/ R0 LT

New password

New Password (confirm)

‘;--have 1 been pwned?

The website created by
security expert Troy Hunt.

This service designed for the
general public, allowing you
to easily check if your account
has been compromised by
entering your email address.

Let's go ahead and enter your
email address.

https://haveibeenpwned.com/

END
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